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Where are the Skeletons hiding?

Industry focus and shortfalls
KYC vs KYT
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Industry Shifts

How Bad Actors Have Evolved

2020 2021 2022 2023
Capacity KYC STIR SHAKEN Regulatory Action

P=E==C

YouMail'/)

3 PROTECTIVE SERVICES




Whack-a-Mole Bad Actors

Campaigns tracked by originators

Warranty - Not Received A Reply: “We have not received a reply to notices that you have received in
the mail regarding your vehicle service contract. These notices are to inform you that your vehicle’s..”
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Warranty - Several Notices: “Hello my name is Chris and I'm calling regarding your vehicle service

11 contract. You should have received several notices that your vehicles coverage is about to..”
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Telephony Industry Focus

What's been done..

Managing Liability
« KYC
« STIR SHAKEN

KYC & STIR
Industry Action SHAKEN
« Event Driven Analytics
« DNO
EVENT
Regulatory Focus DRIVEN
 KYUP (Know Your Upstream) ANALYTICS

« FTC/FCC C&Ds
 FCC Blocking and Shutdown Orders
« State & Federal Lawsuits
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Global Fraud Impact

Has it worked?

FTC CONSUMER SENTINEL NETWORK

Published April 25, 2023
(data as of March 31, 2023)

Number of Fraud, Identity Theft and Other Reports
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# of Reports

2019
The reported figures exclude National Do Not Call Registry

1,302K

2020

1,846K

2021

1,343K

2022

Report Type

Il All Report Types

M Fraud

[ Identity Theft
Cther

1,275K

2023

—complaints.
FEDERAL TRADE COMMISSION - ftc.gov/exploredata

Imposter Scams

ABOUT
1in5 $2.732 billion

PEOPLE reported lost

LOST MONEY $1,000 median loss

Data as of March 31, 2023

Younger people
reported losing
money to fraud
more often tha..

$1,754
|
But when people
Age 2029 aged 70+ had a loss, $1,000
@ the median loss $548
Age 70-79 was much higher. .

Age 20-29 70-79 80+
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Where are the Skeletons

Regulatory Shift = Telco Focus

Student Loan
Debt Relief

Brand Impersonation
Fake Accounts

Visa Imposter

b\
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Spearfishing Campaigns

Inbound Opt in

Spoofing

Bank Imposter

Account Takeovers Tax Reduction

Car Warranty

Authorized Order
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Know Your Customer

What does that really mean?

KYC

Know Your Customer

KYC Information
Name: John Smith
Email: smith.46@gmail.com

Company: Wells Health LLC
Incorporated: Never

IP: 128.97.1.1

IP Details: TunnelVPN

T

Email from smith8746...

Hi, we are a medical device
company and we are planning on
making several thousand calls per
day to our distributors. Thanks.

KYT

Know Your Traffic

EEEEEEER (310) 555-999¢9

CALLER: WE|
@ FROM: tSLLC
TO:

“«

Linhis is a fraud alert from the B3
$49e and we have suspended youy
98 charge, Press one _» |

>

What calls and messages say reveals
who they really are.
YouMail?)

PROTECTIVE SERVICES



mailto:smith8746@gmail.com

YouMail Company Overview

We ID call & message attacks by WHAT THEY SAY

YouMail>))

SENSOR NETWORK

@ This message from the Social Security Adminis
regarding an enforcement action filed by the De
of Treasury on your social security number. This
recorded second avoidance of appearance before a
magistrate judge ordered jury for a criminal offense...

A 4

Campaign: Social Security Imposter Attack
Caller Phone Number: 240-587-5386

Caller ID: IRS

Caller Carrier: AcmeLEC CLEC, LLC

Call Time (UTC): 2022-03-13T20:23:05%

Callee Phone Numbe 210-884-xxxx

Callee Ca : T-Mobile

YouMall@
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Unique answering data + fingerprinting
captures bad actors as they start their behavior-

within minutes of the first call or message, faster & more accurate
9




YouMail Company Overview

How we do it

Fingerprinting Aui il L

algorithms perform :
private comparisons = h o
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Telephony Industry Focus

. What's needed to rebuild public's trust in calls and texts
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Managing Liability
« KYC
« STIR SHAKEN

Industry Action
« Event Driven Analytics
« DNO

EVENT
Regulatory Focus DRIVEN
 KYUP (Know Your Upstream) ANALYTICS

« FTC/FCC C&Ds
 FCC Blocking and Shutdown Orders
« State & Federal Lawsuits

KYC & STIR
SHAKEN
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Closing the Gap

Understanding the real value behind content-based analytics
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Managing Liability
« KY_
« Remediate vs Terminate

 Real Time Notification

Protection
Enterprises  DNT/(ouch): active threats
SO & Banks * Orig Number & CallBack Number

* Vishing & Smishing Disruption

Youlail « False Labeling

Enforcement

& Justice Regulatory Action
 Offense and Defense
* Definitive Evidence

YouMail'/)
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YouMalil Protective Services

Service providers product portfolio

g O &

WATCH DNT & SCORE SCAN & DID CLEAR
Alerts YouMail’s carrier partner in Provides end point protection and Idnetify risk and value assessment
real time when the YM'’s sensor network compliance for calls of DID inventory or carrier’s
network has received an illegal call inbound to carrier’s network thru network performance for historical
associated to that carrier’s YouMail's real time number list of association to unwanted or illegal
network (CDR, or DIDs), and active DIDs and Toll-Free numbers behaviors via YouMail's
provides the audio & messaging currently engaged in unwanted professional services.
content to confirm callers’ intent and unlawful behaviors



YouMalil Protective Services

Service providers / carriers product portfolio
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YouMail Developer Testing

w
n
B
[
L

@

Q
e

Home

Call Events

Call Records

Campaigns

Score

Watch

Overview

Number Management

APl Usage

Settings

Documentation

Phone Numbers

Acme Health LLC (10 numbers)

Last 24 hours
(0 numbers, O call events)

No call events

Gamma Services (13 numbers)

Last 24 hours
(0 numbers, O call events)

No call events

Wells Medical Supply LLC (90 numbers)

Last 24 hours
(1number, 1 call event)

Bank Imposter

Zap Inc (476 numbers)

Last 24 hours
(35 numbers, 283 call events)

Telemarketing

Student Loan Scam
Financial Customer Call
Student Absence Alert

School Announcement

Campaigns

Call Types

1call event

353 oo

80 call events
77 call events
46 call events
43 call events

12 call events

Last 30 days
(0 numbers, 0 call events)

No call events

Last 30 days
(0 numbers, O call events)

No call events

Last 30 days
(3 numbers, 28 call events)

Bank Imposter

Messaging System Calling

General Alert

Identity Theft Scam

Last 30 days

(309 numbers, 2,393 call events)

Student Loan Scam

Telemarketing

Financial Customer Call

Student Absence Alert

School Announcement

Mike Rudolph

Call Events for (833) 656-1805

D DATE
Oec5f3c8-c69e-4bef-91f9- February 9, 2023 1:50 PM
2002fa4e5039
0% offending Last 90 days 0% offending
(0 numbers, O call events)
D DATE
d29579fc-0592-4041-9a30- February 9, 2023 1:39 PM
No call events
Ged2aflebelc
0% offending Last 90 days 0% offending ID DATE
(0 numbers, 0 T —
Call Event Detail *
ID DATE WATCHLIST
Last 90 days Oec5f3cB-c69e-4b6f-91f9- February 9, 2023 1:50 PM Zap Inc
(3 numbers, 28} 2002 fdes
16 call events Bank Impost:
S‘ CALLER NAME CAMPAIGN LABEL CAMPAIGN TYPE
6 call events Messaging
Student Loan Scam Debt Relief Is On Hold Student Loan Scam
4 call events General Aler
X ORIGINATION NUMBER ORIGINATION CARRIER ORIGINATION RESELLER
2 call events Identity Thefy
(833) 656-1805 | [ ]
REPLY NUMBER REPLY CARRIER REPLY RESELLER
Last 50 days

(309 numbers,

906 call events Student

618 call events Telemarketin)

3065 call events Financial Cu
230 call events Student Abs

M call events

(833) 656-1823

TRANSCRIPTION

\

—

court will hear the two cases in February th

more details about the current status of student loan debt relief. Thank you. Good bye.

In case you missed it federal student loan debt relief is on hold and the payment pause was extended the supreme
re blocking student loan debt relief payments will resume 60 days after
court decision is made remember that you never have to pay to apply for or receive release efforts your school

partners with student connections to provide free support with federal student loans call us at 833-656-1823 to hear

/

CAMPAIGN TYPE

Student Loan Scam

CAMPAIGN TYPE

Student Loan Scam

CAMPAIGN TYPE

Student Loan Scam

CAMPAIGN TYPE

Student Loan Scarm

CAMPAIGN TYPE

Student Loan Scam

CAMPAIGN TYPE

Student Loan Scam

CAMPAIGN TYPE

Student Loan Scarr

CAMPAIRN TYPE




YouMalil Protective Services

Service providers / carriers product portfolio >

Carrier’s Network

Unwanted Incoming Based on feedback, End User's &
Calls Carrier decides call treatment Customers
(Spam & Scam) e
YouMail'?))
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DNT LIVE
Active Numbers currently

containing consumer harm
N N

FCC C&D Protective

SCORE
0-100% scale of the TN's
association with

~ -

: Industr
+ Blocking Services DNO LiZt

Orders  Partners

FRAUD UNLAWFUL SPAM

Real time fraud performance list of active DIDs and Toll-Free numbers engaged in unwanted and unlawful behaviors
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Service providers / carriers product portfolio

Lookback for (949) 555-5555 o Download
Phone Number Clear to Use @ First Active Last Active Call Volume (Last Four Quarters) @)
(949) 555-5555 ¥ No 3/13/21 (Fraud) 4/15/23 (Fraud) 0 /0 /100,000 /100,000

Call Volume Timeline

Total Calls v

30000

20000

10000

D L
Jun 2022 Aug 2022 Oct 2022 Dec 2022 Feb 2023 Apr 2023

History

2M2/23 - 3M2/23 - Student Loan Scam (Fraud)
3/13/21- 4/15/23 - Auto Warranty Scam (Fraud)

Run DID history to confirm if TNs have any known unlawful association dating back at least 2 years 14
R GGG



YouMalil's Performance

Understanding the real value behind content-based analytics

— O
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response thru direct voice + brand defense spearfishing campaigns 450+ campaigns determines intent of call for a4 actors jump networks
carrier partners shut down active attacks




Questions and Comments

~ Liz Addy | VP Protective Services
g 303.859.6250

eaddy@youmail.com

Contact
Information

www.YouMailPS.com YOUMBI'@
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	Default Section
	Slide 1: Where are the Skeletons hiding   Elizabeth Addy: VP Protective Services Sales 
	Slide 2

	Company Overview Slides
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8: KYC Know Your Customer
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18


