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Call Detail
Records are
neither

big data or
detailed call
information




We need to take a
data first approach to
understanding the
traffic on our
networks.
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User-Edge Defined

The vision chart for a ‘normal’ end-user is no longer a single office location
filled with a plastic phone on a desk, connected to an Ethernet LAN, served
by a local IP PBX or Remote UC service.

Some users may follow a single scenario of consumption modes for UC
services but this is not where we are going.

Users leverage multiple distinct devices over the course of a single day
based on what device suits their moment and movement.

UC services unlock restrictions and by doing so create a set of
environments and scenarios that are the new user-edge.



User-Edge Defined

Office workers; Logistics team members; Retail sales associates; Monday &
Friday Telecommuters; Work-from-home on-their-iPad call center agents
are the User-Edge.

A Laptop, a mobile phone, a borrowed iPad are the User-Edge.

Corporate offices, Remote offices, Co-Working spaces, Coffee Shops,
Airport lounges, Dining room tables are the User-Edge.

Fiber, Wi-Fi, LTE, and Airplane Wi-Fi are the User-Edge.

Users consuming services on any device, on any network, connected to any
service infrastructure are the User-Edge.



User-Edge Defined

We define the user-edge as the experience and the components
that provide the experience while a user is engaged in consuming
communications services.

The user-edge is anywhere users access services. It is what
devices they are using. Itis what networks they are connecting
over. Itis what services may best serve the users needs.

All of these things. In each moment.
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User Centric Client Management

Details for user: jobrien@counterpath com
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ponse Document

<settings_
<core_data_list>

sioning Username  jobrien@counterpath.com

sip.xmpp.collab
pull. mobile.sip.xmpp.collab

data>

name="egnablePRACK" value="false" />
name="enableRPort"” value="false"/>
name="enableVideo" wvalue="true"/>
name="ignoreTlsCertVerify"” value="true"/>
name="messagesIM" value="true"/>
name="messagesSMS" wvalue="false"/>

name="portRtp" value="4000"/>

name="stunServer” value="stun.counterpath.com”/>
name="usebnzs" value="trusa" />

name="useICE" value="false"/>

name="useICE3G" value="false"/>

name="usedos" value="false"/>

name="useStun" wvalue="false"/>

name="useStun3G" value="false"/>

name="useVbr"” value="true" />
name="enablefnalytics” value="true"/>
name="enableSendAnalyticsAfterCall" value="true"/>
name="analyticsReportingFrequency"” value="B86400"/>
name="pushServerUrl" wvalue="https://push.counterpath.com/push”/>
name="apnType" value="pushKit"/>
name="supportsLegacyPush” wvalue="true"/>
name="supportsPublicPush" wvalue="false"/>
name="remotebebugPostServicelrl”

value="wss://cesld.cloudprovisioning.com:18083/stretto/adminsocks” />

name="remoteDebugPostAuthUrl"”
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Device Management

Group: counterpath com
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jobneodfocurterpath. com 2014.03.10 16:07
jobrendoounterpaih. com 2014-03-11 16.09
jobrsndboourterpath. com 2014-10-14 12:29
jobreniicounterpath.com 2013-09-17 23:12
jobewndDoourterpath. com 2014-02-26 1917
jebrendoourterpath.com 2014.01-07 14:15
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jobrenddoourterpath. com 2015-09-17 1801
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Details for user: jobrien@counterpath.com

./ Edit | X Cance| I & save I

Settings - Subscribers  XMPP

Device 1 X Delete
' o |Bria Stretto iOS release 5.4.3002 stamp 42983.42989 5.4.3002.42983.42989
Description

‘fiPhone10,3 ios.phone 12.0.1
1D A11C8F16E92C037E0635EC3959B3ECE9E27246B4
Device Type |phone
Device Model |iPhone10,3
Operating
System
Load Version |5.4.3002.42983.42989
Registered | 2018-03-03 20:29
|Last access  |2018-10-30 18:32

lios [12.0.1)

Device 2 X Delete
|Description Bria Stretto Android 5.5.0 5.5.0.108756 ASUS_A006 android.phone 7.0

D |7DCFF79601496BB32015B5183A7EB235DAA30EDC ‘
Device Type |phone

Device Model | ASUS_A006

Operating System android [7.0]

Load Version |5.5.0.108756

Registered i201 8-02-20 20:48

|Last access |2018-10-30 13:00

Device 3 X Delete
Description lBria Stretto release 5.4.0 stamp 94384 94384 MAC |
1D i4de08c06d9881 8989d2243abde87069088e6358e
Device Type | desktop

Device Model |

Operating System | MAC [0SX10.14.0]

Load Version 15.4.0.94384

Registered 12014-08-19 13:11
|Last access 12018-10-23 22:52
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Client
Traces

Logfile Preview: jobrien@counterpath.com_B75C505A_A11C8F16E92C037E0635EC3959B3ECE9E27246B4 .txt

- |obrien@ counterpath.com_B75C505A_ A11C8F 16E92C037E0635EC3I59IBIECEIE27246B4.Ixt —~
- Log flle header --

Username: jobrien@counterpath.com

Log Reterence ID: B75C505A

Device ID: A11C8F16E92C037E0635EC3959B3ECEIE27 24684

Device Type:Bna_Stretto__

Date created: 2018-10-19 12:53:03 -- Fri Oct 19 12:53:03 EDT 2018

-- Log fite header end -

INVITE sip:7000@69.90.51.172:5061 transport=tis SiP/2.0

Max-Forwards: 70

Contact: <sip:guest_JimOBren_30e713a3@ 107.107.60.41:374339.nnstance=8cascic7e62964c5 transpon=tis>
To: <sip:7000 @callserverl.counterpath.com=;1ag=SKDS8m11NS5Q

From: "Jim O'Brien” <sip:guest JImOBrien_30e713a3@caliserver1.counterpath.com>;tag=5a0a0a0z

Call-ID: YTU2NZUZY2lyYWI1 M2EXM|ZKMGJINZVIMTa[OTZKMWE

CSeq: 3 INVITE

Content-Type: application/sdp

transport=tis” response="02ag5bdc776cte 1bI5C714c671331853" cnonce="e8d61c58e31d6 7073 1a41C 101218069, nc=00000002,gop=auth,algorithm=MD5
Supported: replaces

User-Agent: Bria Stretto 1S release 5.4.3001 stamp 42850.42852

Content-Length: 1398

v=0
=- 1539721803360698 2 IN IP4 10.231.4.49

C session

c=INTP4 10.231.4.49
=00
m=audio 64466 RTP/SAVP 120 121 18 0101

a=1pmap:120 opus/4800072

t0:1 AES_256_CM_HMAG SHA1_80 inline:yFLA/BH/1/BJeVmiwszZ TAbMbYUBHCLPOWLJOTCBIyyeVF +KNEgEKoNdFNyQ==
256 GM_HMAC SHA1_32 Inline:u+/Rtj0eh0TerbHmelalbL CBNMPZkNRASZZP5YanarECEbg ThSDHIIS7Y St2ws==
S CM_128_HMAC SHA1_80 Inline:Rb3ytqLJyEB5XIVrE/akyFZQGZrYyubMZY Yy2+eR

:_ SHA1_32 inline:q5NvISuQ/9kXyshPYkvFIBwOyNI 1 cpbpLLufNDMO

a=npmap:127 H264/90000
a=fmip:127 profile-level-id=428011;packetization-mode=0
a=npmap:126 H264/90000

Proxy-Authorization: Digest username="guest_JimOBrien_30e713a3" reaim="callserver! .counterpath.com’,nonce="414c533a-MaB-455¢-a790-950203a00280",url="sip:7000 @69.90.51

10-16 16:30:04.643 [O]1] [SDK| Transmitting fo [ V4 69.90.51.179:5061 TLS target domaln=caliserver1.counterpath.com mFlowKey=0 | isDomalin= via [ V4 10.231.4.49:0 TLS target domain

179:5C0
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Remote Command and Control
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Help Desk Assistant
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« Connect to Client | X Disconnect

Stretto Admin

Clear Console 19:35

— s Groups Admins Reports Help Desk Assiste Admin Guide Client Traces About

Logout %

# Help

—Command Help -

[ command Description
snapshot  Basic set of
basic information.
snapshot  More information
advanced about the device.

. app update Check for available
check updates.
app update Update client to
execute newer version.
ook C!ose the Bria
client.

cal cho Start audio call.
{number}
ook vieo Start video call.
{number}

Answer incoming
call answer
call,

oo Terminate the call.
terminate
calk racord Initiating call

recording.

View real-time call
call stats  statistics for the

current call.

View voice quality
call vqmon data.

log View enhanced
simplified  client debug logs.
log calliog  View call log.
log Enable advanced
advanced Cooing.
enable
log

Nieahla advanced
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Wideband MOS Conversational Quality Trend from 2018-10-13 to 2018-10-20
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Wideband MOS Conversational Quality Cloud from 2018-10-22 1o 2018-10-22
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A Sample of 1000 calls from the CounterPath team

The average Call length was 718 seconds

The average MOS LQ was 3.89

The average delay was 120 ms

The average Packet Loss was .93% (including some crazy calls with over 85% loss)
22 % of calls were inbound

Codec Usage: Opus: 61.7%; G711: 33.9%, G722: 0.35%; SILK: 0.03; G729: 0.01%
Operating Systems: 510 Windows, 246 Mac, 165 iOS & 79 Android.

Headsets: 376 Reported no headset, 57 Jabra LINK 360, 54 Conexant SmartAudio
HD, 49 Plantronics C320, 31 Realtek High Definition Audio, 26 Sennheiser USB
headset, 25 Plantronics .Audio 478 USB, 23 Plantronics Blackwire 320, 22 Logitech
USB Headset, 17 Plantronics Savi 7xx, 17 3- Plantronics C320, 16 Plantronics
Blackwire C220, 14 High Definition Audio Device, 14 3- Logitech USB Headset,13 9-
HP Digital Stereo Headset, 11 Logitech USB Headset H540, ...



A Sample of 1000 calls from the CounterPath team

4a9579a80ec487a2c5c765aaa84b960a9d79ccfc is the device ID that made
the most calls, 55. The owner of this device is one of our EU sales
managers. Tim actually made or received 59 of the sample 1000 calls. The
additional 4 used his Android Phone, the 55 above were with his Windows
10 laptop.

The user with the most reported contacts on their device has 25861, which
was reported on an iPhone 10. The second most contact rich user reported
7155 contacts on an iPhone 10S Max. I'm feeling left out of the fun with
only 3672 contacts on my iPhone 10.

Of Video Calls 45% were 1080P 54% were 720P and 1% were VGA
resolution. An interesting note is that of the 720P calls more that 1/5th were
taken in portrait mode.



Benefits and
Best Practices



Benefits of User-Edge Focused Operations

User-Edge devices have a wealth of information to provide.

Managing user based configurations and understanding user device adoption
provides an important backdrop to both troubleshooting and data collection activities.

Network performance data can be greatly enhanced with information
About the devices/software being leveraged by users
From user location and connectivity
That details services are consumed in which scenarios

User experience lifecycle is critical and there is a long tail of information that users
and their devices emit which can be harnessed by service providers that curate this
information.

All of this information provides service operations teams with a dataset from which
they can understand how their end users leverage the services they are consuming.



Best Practices for User-Edge Focused Operations

Provisioning and Device tracking form crucial baseline set of processes to enable
management of devices and insights into how users consume services.

Opportunities for active tools that allow remote command and control

Collect all the information; include data collection capabilities in the evaluation
process for user equipment, clients and applications.

Integrate review of data collection into operations processes.

Find your team’s inner data scientist; or find someone who wants to be that person.



(Quick Demo)
Help Desk Assistant



Jim O’Brien @jimdoesvoip jobrien@counterpath.com @
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